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QD main

[mpsp@tlsca ~1% docker ps --format="table {{.Image}}\t{{.Status}}i\t{{.Ports}}\t{{.Names}}"
STATUS PORTS NAMES
indy_pool Up 28 minutes 10.10.144.118:9701-9708->9701-9708/tcp vigorous_grothendieck
[mpsp@tlsca ~1%
[mpsp@tlsca ~]$ docker exec -it vigorous_grothendieck /bin/bash
indy@6e68dch54754:/%
indy@6e68dcb54754: /%
CMD
/usr/bin/python /usr/bin/supervisord
/usxr/bin/python3 /usr/local/bin/start_indy_node
/usx/bin/python3 /usr/local/bin/start_indy_node
/usr/bin/python3 /usr/local/bin/start_indy_node
/usr/bin/python3 /usr/local/bin/start_indy_node
/bin/bash
ps -ef

indy@6e68dcb54754: /%
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"EXO" S o
"data":

I

}?
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!ltypelr ;

"reqSignature": {},

{

"data": {

"alias": "Nodel",
"blskey": "4N8aUNHSgjQVgkpm8nhNEfDf6txHznoYREg9kirm
"blskey_pop": "RahHYiCvoNCtPTrVtP7nMC5eTYrsUA8WjXbd
“client_ip": "™10.10.144.7118™,
"client_port": 9702,
"node_ip": "10.10.144.118",
"node_port": 9701,
"services": [
"VALIDATOR"

]

"dest": "GwepDLhcBcoQesN72qfotTgFa7cbuqZpkX3Xo6pLhPhv"

"metadata": {
"from": "Th7MpTaRZVRYnPiabds81Y"
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# SlEERHN

poolName = "pool"

await pool.create_pool_ledger_config(
poolName,

json.dumps({"genesis_txn": "config.txn"})

)
# REUR{EAIR

poolHandler = await pool.open_pool_ledger(poolName, None)

config.txn BT RECENFRIERS
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# BlESRE
awalt wallet.create wallet(
json.dumps({"id": "wallet"}),
json.dumps({"key": "password"})
) ARFPf&UEREE
# FRIFIRIEAW
walletHandler = await wallet.open_wallet(
json.dumps({"id": "wallet"}),
json.dumps({"key": "password"})

# @i DID

adminDid, adminKey = await did.create_and_store_my_did(
walletHandler,

json.dumps({"seed": "000000000000000000000000Steward1"})
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# MERFHIBEK
nym_request = await ledger.build_nym_request(

adminDid,

userDid,

userkKey,

None,

"TRUST_ANCHOR" &UEA school [EE

)
# R H
signResult = await ledger.sign_and_submit_request(
poolHandler,
walletHandler,
adminDid,
nym_request
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- schema

- define
- offer

- credential
- presentation FAF BT RE~AYIERR
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schemald, schemaContent = await anoncreds.issuer_create_schema(
schoolDid,
"schemaName",
R
json.dumps(["name", "age", "score"])
) XEEMNT=1FE
schemaRequest = await ledger.build_schema_request(
schoolDid,
schemaContent - age

- hame

) -score
signResult = await ledger.sign_and_submit_request(

poolHandler,
schoolWalletHandler,
schoolDid,
schemaRequest
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get_schema_request = await ledger.build_get_schema_request(

schoolDid,
schemald
)
get_schema_response = await ledger.submit_request(
poolHandler,
get_schema_request
)

schemald, schemaContent = await ledger.parse_get_schema_response(
get_schema_response

)

B, N REHNIZEIEZER schema
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credDefId, credDefContent = await anoncreds.issuer_create_and _store_credential_def(
schoolWalletHandler,

schoolDid,
schemaContent,
“TRG1Y,
g 71 B
json.dumps({"support_revocation": False})
)
credDefRequest = await ledger.build_cred_def_request( WA S BE
schoolDid, SERTEN
credDefContent
)
signResult = await ledger.sign_and_submit_request(
poolHandler,
schoolwWalletHandler,
schoolDid,
credDefRequest
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credOffer = await anoncreds.issuer_create_credential offer(
schoolWalletHandler,
credDefId

FFRBERIXEERRT offer HHAT/REUE(F
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userSecretId = await anoncreds.prover_create_master_secret(
userWalletHandler,
None

)

credRequest, credMeta = await anoncreds.prover_create_credential_req(
userWalletHandler,
userDid,
credOffer,
credDefContent,
userSecretId

PR RRF MR a1

)
data = json.dumps({

"name": {"raw": "user", "encoded": "0"},
"age": {"raW": II22I|JI Ilencodedll: II22I'|}ll
"score": {"raw": "100", "encoded": "100"}

r)
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# FRIEBR
credential, , _ = awailt anoncreds.issuer_create credential(
schoolWalletHandler,
credOffer,
credRequest,
data,
None,
None

)
# APFBIEREREISE
storeResult = await anoncreds.prover_store_credential(
userWalletHandler,
None,
credMeta,
credential,
credDefContent, None
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nonce = await anoncreds.generate_nonce()
jobCondition = json.dumps({
'nonce': nonce,
'name': 'Job-Application',
"wersion’: 0,717,
'requested_attributes': {
'attr1 _referent': {
'name': 'name',
'restrictions': [{'cred def id':
}
L

'requested_predicates': {
"predicatel_referent': {

"‘mame’ : ‘age’,

PotyReT T

'p_value': 18,

'restrictions': [{'cred def id':
Fi
'predicate2_referent': {

"'name': 'score',

pelype- @ e

"p_value': 90,

'restrictions’': [{'cred_def_id':
}

})

credDefId}]

credDefId}]

credDefId}]
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searchHandler = await anoncreds.prover_search_credentials_for_proof_req(

userWalletHandler,
jobCondition,
None
)
searchResult = await anoncreds.prover_fetch_credentials_for_proof_req(
searchHandler,
"attr1_referent”,
100
)
awalt anoncreds.prover_close_credentials_search_for_proof_req(
searchHandler
)

credAll = json.loads(searchResult)
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credUseReferent = credAll[-1]["cred_info"]['referent’'] @D zaiin
presentationSchema = json.dumps({ BEX (002537) 2R 0
'self _attested attributes': {},
'requested_attributes': {
'attr1_referent': {'cred id': credUseReferent, 'revealed': True},
Fy
'requested_predicates': {
"predicatel_referent': {'cred_id': credUseReferent},
"predicate2_referent': {'cred_id': credUseReferent},

}

})
schemaObj = json.dumps({schemald: json.loads(schemaContent)})

credDefObj = json.dumps({credDefId: json.loads(credDefContent)})
presentation = await anoncreds.prover_create_proof(

userWalletHandler,

jobCondition,

presentationSchema,

userSecretld,

schemaObj,

credDef0Obj,

e
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- presentation

= awalt anoncreds.verifier_verify_proof(
jobCondition,

presentation,

schemaObj,

credDefObj,
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$ pwd
/home/smallyu/ 1ndy client
smallyu@smallyu-PC: $ 1s
history pool 1lle
smallyu@ <tallyuw?f: $ 1s pool/
pool pooll
ﬂ*allvu@;ﬂ&;ﬁyqu;: $ 1s pool/pool

$ 1s wallet/
shcoolWallet
sovrin_steward_wallet
$ 1s wallet/wallet
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